SEPTEMBER 2020

COVID -19 PLUS INFLUENZA: THE PERFECT STORM?
Influenza is a respiratory virus that is contagious and occurs throughout the year. It is
caused by many different influenza viruses and can result in mild to severe illness. The
very young and elderly are at increased risk for development of complications which
can lead to death. The best protection for everyone is to be vaccinated on an annual
basis. Sound familiar? Mild to severe illness? Impacts certain at-risk populations? This
year in addition to annual influenza we continue to weather the ongoing pandemic
caused by the SARS-CoV-2 virus.
Signs and symptoms are very similar which may create challenges during patient
triage prior to on-site care. It will be very important not to assume a patient has
COVID – 19 when in fact they are suffering from seasonal influenza. According to
the CDC, the United States experiences epidemics of seasonal flu each year which is
often referred to “flu season.” Flu may be diagnosed as early as October and last until
May, but most cases occur during the winter months. This year being no different,
vaccination is the best prevention method.
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INFECTION CONTROL COMPLIANCE
In this potential perfect storm, where workers and/or patients are
infected with both viruses, dealing with both the SARS-CoV-2 virus
and influenza season will be quite the challenge. At present there is
no vaccination available to provide protection against SARS-CoV-2,
but there is protection afforded by receiving seasonal influenza
vaccine. All healthcare providers should consider receiving the
vaccine to decrease overall risk of illness.
Timing of vaccination is important, keeping in mind that protection
does decline over time. September and October are considered
good months for vaccination, but if the viruses are still active,
vaccinations can be provided in January or later.
Continued on Page 3

The following vaccines are listed
on the CDC’s website as options.
• Standard dose flu shots
• High-dose shots for people 65 years and older
• Shots made with adjuvant for people 65 years
and older
• Shots made with virus grown in cell culture
no eggs are involved in the production of this
vaccine.
• Recombinant vaccine shots made using a vaccine
production technology that do not require having
a candidate vaccine virus (CVV) sample to
produce
• Live attenuated influenza vaccine (LAIV) made
with attenuated (weakened) live virus that is
given by nasal spray

CLICK HERE TO

START YOUR TRAINING TODAY!
HIPAA OSHA INFECTION CONTROL BUSINESS ASSOCIATES

2

INFECTION CONTROL COMPLIANCE
Other Prevention and Control Measures

In addition to the protection provided by the vaccine, the importance of diligence in other areas of infection
prevention and control measure cannot be overstated.
• Encourage proper hand-hygiene for all workers. Remember that flu is spread by either being in close contact
to someone who is infected OR by touching contaminated surfaces. Alcohol hand rubs are an acceptable
choice; just be sure to rub all surfaces of the hands until dry, which should take at least 15 seconds.
• Respiratory Hygiene/Cough Etiquette/Source Control – Continue to remind and enforce the use of masks
for any person coming to the practice. Having tissues and hand hygiene products available for patients and
visitors can also reduce the spread of the virus. Don’t forget to place waste receptacles in the waiting area so
that tissues aren’t left lying around. Visit the CDC website for hygiene-related posters.
• Be sure surfaces are adequately disinfected after patient encounters and routinely throughout the day. This
includes any horizontal surfaces or surfaces the patient may come in contact with.
• Consider rescheduling routine appointments if possible, for symptomatic patients.
• Workers should remain at home if they are ill to reduce the likelihood of exposure to other workers and
patients.
Resources and Action Steps

The CDC has various resources for patients and healthcare providers that are provided at no charge. You may
locate these items which include patient fact sheets on flu, vaccination recommendations and information
sheets, and posters, at CDC Influenza.
The time is now to vaccinate against the flu. Remember that it takes several weeks for immunity to develop.
Perhaps this action will reduce the likelihood of that perfect storm.
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HIPAA COMPLIANCE

Pretending to be someone else over the phone was a lot easier before caller-ID was invented. People took
advantage of it in fun ways (like making prank phone calls after school), and others did in inappropriate and
illegal ways. After caller-ID became a standard feature, as with most technologies, ways to bypass or disable it
were created. Spoofing is one of those ways. For phone communications, spoofing allows someone to change
the name and phone number that you see on your phone when they call you. Spoofing is illegal when it is used
in a communication intended to cause harm, steal valuable information, or money. There are many varieties of
spoofing because it is used so widely in social engineering, like disguising links in a phishing email.
Social engineering is most often associated with cybercrime. The COVID-19 crisis continues to be a social
engineer’s dream. Compared to this time last year, there has been an increase of more than 300% in
cyberattacks and fraud reported to the FBI’s Internet Crime Complaint Center and no industry is immune. Some
examples of reported attacks include charity and PPE scams, stimulus fund abuse, ransomware, and trying to
steal PHI by impersonating an OCR investigator.
Cyberattacks do not always begin in cyberspace. A simple and effective way to get confidential information is to
just call and ask. That was the method used by the OCR investigator impersonator.
Continued on Page 5
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HIPAA COMPLIANCE
A cybercriminal learns basic information about your office from your website. They might call and pose as a vendor
or potential patient to ask about available appointments. This is to learn when the office is busiest because it
is more likely that a person will provide information like account numbers, passwords, or answers to security
questions when they are busy, distracted, or under stress. Cybercriminals use scripts, like telemarketers, and usually
pretend to be a person of authority or IT support returning a call to help fix a problem someone else from your
office reported earlier.
If someone calls you and requests PHI or other sensitive information, confirm their identity first. Tell them you will
call them back and call the number listed on the official website of their agency or company. Things you can do to
verify someone’s identity, including a public official or anyone acting on the behalf of a public official, include:
1. Ask for an agency ID or other official credentials and write down a badge number or other identifier on the ID in
your file. Then, call the phone number listed on the official website of the agency or company to confirm their
identity, if necessary.
2. Confirm the email address is valid by calling the phone number listed on the official website of the agency or
company. Note: OCR investigators’ email addresses end in “@hhs.gov.”
3. Ensure a written request is on appropriate government letterhead.
Although in-person and phone scams are successful, phishing emails are the most successful because attackers
target large numbers of victims at once. When a victim clicks on a spoofed/disguised link or downloads an
attachment, malware is installed that steals a) your data, b) usernames and passwords that allow access to your
data, or, c) in ransomware cases, blocks access to your data.
This year, nearly 50% of healthcare data breaches involving 500 patients or more reported to the OCR list email as
the location of the breached PHI. Networks account for approximately 30% and are most often caused by stolen
usernames and passwords. As of mid-July, over 6.25 million patients have been impacted by those breaches.
TMC is here to help clients keep their patients’ and practice’s information safe. Log into the Client Portal under
“HIPAA Forms” to view and print our special infographic, Avoiding Scams and Malware to post in your office
to help employees maintain awareness.

CLICK HERE TO

START YOUR TRAINING TODAY!
HIPAA OSHA INFECTION CONTROL BUSINESS ASSOCIATES

5

BACK TO SCHOOL
September is back-to-school season. Whether you have young patients or your own school-age children, you
may soon be peppered with interesting questions about the human body. How well do you remember what
you learned in school? Be sure to check the blog for the answers.
1.

What are the 7 systems of the human body? _______________________________
FUN FACT

2.

A sneeze blows air out
How much of the human body is water? __________________________________

3.

How much does the brain weigh? ______________________________________

4.

How fast does the heart beat? ________________________________________

5.

How much blood does a person have? ____________________________________

6.

How do I know if I’m having a heart attack? ________________________________

of your nose at 100
miles per hour

FUN FACT

7.

You make about half a quart of
How much do the lungs weigh? ________________________________________

8.

How much does the heart weigh? _______________________________________

9.

What does saliva do? ______________________________________________

10.

How many bones do people have? ______________________________________

11.

How long does it take for a baby’s bones to harden? _____________________________

12.

The structure of the tongue is similar to an
What is the hardest substance in the human body? ______________________________

spit each day

FUN FACT

14.

elephant trunk or octopus tentacle.
It’s called a muscular hydrostat.
How strong are bones? ______________________________________________
Tongue muscles are the only muscles
in the body that work independently
of the skeleton.
What holds our bones together? _________________________________________

15.

How long is the average tongue? _________________________________________

13.

Continued on Page 7
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BACK TO SCHOOL
Test Your Knowledge

16.

How much does the stomach hold? _______________________________________

17.

How do vaccines work? ______________________________________________

18.

What are the parts of the brain? _________________________________________

19.

What are the three kinds of muscle? _______________________________________

20.

How long are the intestines? __________________________________________
VISIT THE BLOG
FOR ANSWERS

Sources
•
•
•
•

https://kidskonnect.com/health/human-body
https://www.livescience.com/37009-human-body.html
https://m.health24.com/News/do-you-know-how-much-your-brain-and-other-organs-weigh-20180404
https://www.healthline.com/health/how-long-is-the-human-tongue

• https://sciencebob.com/research-help/the-body-zone/amazing-body-facts

IT’S YOUR CALL

OSHA:

HIPAA:

My employee wants to go to their own
doctor for a respirator medical evaluation.
What does OSHA say about this?

Our office received a postcard from Health and Human
Services (HHS) about a mandatory HIPAA compliance
risk assessment. How should we respond?

CLICK HERE
FOR ANSWERS
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